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July 2008
Message from the Attorney General

You may think there’s not much about the Internet that you
don’t already know, and that might be true. But can you
keep your not-so-wise friends and younger brothers and
sisters safe while online? Have you told them that a chat
room that attracts them also attracts predators that are
looking for younger victims? Have you told them how to

identify a cyber predator? Have you warned them about
giving away personal information?

While social networking sites, such as MySpace and Facebook, and chat rooms
allow young people to plan events and get the latest gossip, they can also

lead to trouble. On my visits to Arizona schools to discuss Internet Ssafety,
students admit they are often quick to add new names as “friends,” thus removing
important security features and giving personal information to strangers.

Cyberbullying is another hazard. Some young people use Web sites, cell phones,
instant messaging, chat rooms and blogs to harass, threaten and ridicule. What
may start as a joke, once launched into cyberspace, can be very serious, and it
never goes away. The impact on the victim can be devastating and even tragic.
The bully may find they have committed a crime, exposed their parents to
liability and/or damaged their own prospects for college or a job.

For more information on Internet safety, visit www.azag.gov. Please also
visit my MySpace page at www.myspace.com/arizonaag for updated tips or to ask
me a question about Internet safety.

I hope you use this booklet to help keep your friends and brothers and
sisters safe online.

"'f\;,.,\&&mb

Terry Goddard
Arizona Attorney General
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WHAT’'S THE PROBLEM?

The Internet can be a great tool,
fun to surf and totally entertaining.
But remember, we live in a world
where people sometimes take advantage
of others, especially teens. It’s
smart to be prepared.

Anything on the Internet, whether it’s
chat rooms or Web sites, that attracts
you and your friends will also attract
predators.

>>> Read on.

Many predators, who are searching for
children and teens to rape, kidnap or
harm, now use the Internet to find
victims. Predators communicate through
chat rooms and instant messaging
seeking to develop relationships with
young people. They want their trust.
When a trust forms, they ask to

meet somewhere to check out a movie,
window shop or get something to eat.
Typically, a predator does all this
while posing as a young adult or
teenager.

Cyber predators are tough to spot.
Who are cyber predators? Not who

you think.

>> They are likely to have above
average intelligence and income

>> They may have a successful career

>> They may be married with children
of their own

>> They may have no criminal history

or none related to sex crimes

>> Most are male (99%), non-Hispanic,
white (91%) and older than 26 (86%)

>> They may be perceived as “the last
person you would expect to be a

predator”

Janis Wolak, Kimberly Mitchell, and David Finkelhor,
Online Victimization of Youth: Five Years Later (2006).
Crimes Against Children Research Center, University of
New Hampshire.

HOW THEY LURE YOUNG PEOPLE

Predators use the anonymity of the
Internet to talk to young people. They
look for clues to figure out what you
care about and even where you live.
Too often, it’s easy because you have
unknowingly provided your personal
information.



1/ USER NAMES / SCREEN NAMES

WP
JJ

WHEN CHOOSING A USER NAME OR SCREEN
NAME, think of the game #MadLibs."”
Try using one of the following
formulas to select a user name:

>>> Adjective + noun
BE NOT your o
>>> Size + animal e, PP
ager
er oY

minielephant o
address

summerteeth e

>>> RANDOM number + ice cream avor
cookiedough
[
's name + action verb

User name:
Abercromshoper89.

User name:

Prisonerofhermionels
>>> Actor

y ame or screen name with a
random selection of words such as
ugoupshoe” is much better than

a potentially descriptive identifier
such as sMissyl1981." Make e your
user identifier doesn’t relate to

~ you, your 2
location or your interests.

A user n
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2/ PROFILES

Profiles can provide predators
with a lot of useful informa-
tion. Profiles ask for
information like your real
name, birthday, address, phone
number, hobbies and what school
you go to. Filling out this
information is meant to be
useful to other teens and young
adults who are looking for
people to chat with who are
interested in the same things.
The problem is that predators
use personal information to
gain your trust and find ways
to manipulate you. Filling out
profiles is not required to use
most chat programs, and filling
them out is a pain in the neck
anyway. To protect yourself,
fill out profiles only on sites
that allow you to control who
has access to the profile.

3/ WHAT YOU SAY

Some predators will do something
called “cyberstalking” (and yes,
it’s as scary as it sounds). A
predator will go to a teen or
young adult chat room and pick a
user name to follow through chat
rooms. The predator will slowly
accumulate information about
that user by simply reading

what they are chatting about.
Young adults and teens face many
problems with peer pressure,
parents, family members and
friends. Chat rooms seem like
the perfect place to gripe about
all those people, but watch out
for people too anxious to take
your side. Often, predators will
play on your emotions by

saying they went through the
same thing.

4/ SELLING STUFF

By selling things online, you
can always make a quick buck

off that old Pokemon or Ninja
Turtles collection you got for
your birthday when you were six.
But selling things can also
provide dangerous information to
predators. Sometimes, a seller
will provide their telephone
number so that people inter-
ested can call and ask questions
about the item; predators don’t
always call. Instead they use
your telephone number to track
you down. Providing your phone
number not only tells a predator
what state you live in, it also
can lead them to your house.



THEIR TECHNIQUES

Identifying a cyber
predator is difficult
because they sound like
anyone else. Chatting
online can be really

fun and can be a quick
way to make new friends,
but it might not be the
safest way. Predators
have many techniques
that they use to
convince you that they
are just like you, can
relate to your problems,
and would like to become
your real friend instead
of your online buddy.

Giving you special
stuff

When an online buddy
sends you sexually
explicit material,
whether you want it or
not, it is smart to
stop speaking to that
buddy. Predators use
this technique to scare
or befriend you. Almost
all of the time this
material is unwanted,
but if you continue to
speak to this person,

they will push you to
do more than just look
at inappropriate materi-
al. Ending the conver-
sation with this person
will tell that predator
that you are not inter-
ested in what they have
to offer.

Pretending

Predators will often
disguise themselves as
teenagers and young
adults. Most often they
will try to befriend
you as a peer. These
people can be very con-
vincing and, without
realizing it, you may
befriend a predator.
There really is no way
to know who is your age
and who is an adult. But
being safe means end-
ing communication with
any online buddy if they
begin to harass you.
Remember, never give

out personal informa-
tion (not even an email
address) and if anything
mean or inappropriate
happens, don’t be afraid
to tell your parents.

Threats

If an online buddy
begins to threaten you
because you refuse to
meet him or speak to him
anymore, the best thing
to do is tell your
parents. | Predators
exploit any weaknesses
they can find. A preda-
tor’s objective is to
make you do what he
wants. Getting advice
from your parents will
help you make the right
decision and will make
sure you stay safe.






Cyberstalking

Searching chat rooms

or reading your blogs
are easy ways for a
predator to learn how
to talk to you and
earn your trust. By
following you through
chat rooms, a predator
can gather information
about you and make you
feel comfortable enough
to talk to them about
anything, even reveal-
ing secrets. Beware

of someone who knows
everything about your
conversations or who is
quick to say “the same
thing happened to me.”

Photographs

Putting photographs
online is becoming
more and more popu-
lar, especially with
chat rooms, blogs and
MySpace or Facebook.
Unfortunately, there
are a number of rea-
sons why photographs
are a problem:

® Combining a photo-
graph with personal
information can make
it extremely easy
for a predator to
find his way to your
school or doorstep.

®* Photographs can be
manipulated—your
face put onto another
person’s body in
a sexually explicit
photograph—and
posted for anyone,
including your
parents, to see.

® The bottom line is
that you should never
send photos of your-
self to people online
who you don’t know.
And you should always
be careful who you
allow to have access
to your photos on
MySpace or Facebook.

Email

Sometimes you meet
people who you really
like online and you
want to talk to them
more than just in

chat rooms. But be
careful before you give
out your email address
or instant messaging
screen name. Often your
email has a profile
that can be easily
accessed by a predator.
Emails are personal and
are sometimes unsafe to
give to online buddies.
Limit the people who
have your email address
to friends and family.
Don’'t give it to people
you meet in chat rooms
and set your chat pro-
file to not display
your email address.



1 in 7 young people has
§ ¥ received unwanted sexual

solicitations online.

One-third of these solicita-
tions (31%) were aggressive
and involved attempted,
offline contact with youth.

In more than one-gquarter (27%) of
incidents solicitors asked youth for

rrr
[ | §
s 4

sgigg;ihgggg;@phgpj.itihgmgglyigs.

1 in 3 young people has been
exposed to sexually explicit
materials online without
seeking or expecting them.

1 in 11 young people has been
threatened or harassed online. |

Janis Wolak, Kimberly Mitchell, and David Finkethor,
Online Victimization of Youth: Five Years Later (2006).
Crimes Against Children Research Center, University

of New Hampshire.
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ONLINE ACTIVITIES

& th

It’s easy to lie online because
a person’s identity can be
easily disguised, so you never
know who you are talking to.
Giving out information to people
online is just as dangerous as
giving the same information to a
stranger you meet on the street,
maybe even more dangerous.

For a predator, a webcam is the
next best thing to an in-person
meeting. By allowing people

to view your webcam, you are
essentially opening the shades
to your home or your bedroom and
allowing a complete stranger to
watch you through that window.
Predators will use what they see
to take advantage of you. They
may record the video you send
and post it for the world to

see or simply wait and use it
against you later.

eir POTENTIAL CONSEQUENCES

By accepting an invitation

to view live webcams from
strangers, you could be exposed
to unwanted nudity and sexu-
ally explicit video which could
be disturbing. Remember, that
l6-year-old inviting you to see
him is more likely to be around
50, overweight and hairy!

Since it is not possible to know
who you are really talking to
online, you may be unpleasantly
surprised when you discover

that person’s true identity.
Predators arrange meetings
with youth for the purposes
of hurting, molesting,
raping, kidnapping and
even killing them.
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Downloading a picture may bring
hidden viruses, which may
destroy your computer, or place
“cookies” that allow the: sender
to track where you go ‘on: the
Internet, as well as key stroke
trackers that may be used. to
steal your identity.

Filling out profiles will

allow predators to see personal
information about you, ‘such

as your real name, phone number,
address, school name, etc.,

and will allow the predator

to “find” you in real life.

In addition to allowing anyone
to get a look at you, digital
photo manipulation can put your
face on another body, in any
graphic situation. When such

a photo is in the possession

of a predator, it can have
devastating consequences. The
predator might threaten to send
the picture to your parents or
spread it all over the Internet
unless you do as he says.

Because these popular ‘online
features are virtual:.diaries,
they give online predators a
more intimate look into your
thoughts..and feelings. By
reading postings on a blog,

a predator can get a greater
insight into your vulnerabili-
ties, likes and dislikes and
can “tailor” his message to you.
It may take a predator some time
to learn about you, but the more
information you place on blogs,
podcasts and social.networking
sites, the easier you will make
it for the‘'predator. The next
time you think you have met your
online soulmate, consider that
it is more likely that you have
encountered a cyber predator.

These messages are often posted
by the author simply to get a
reaction. If you do respond,
you may open yourself to
harassment.



CYBERBULLYING..IT'S NOT A JOKE

Social networking sites, chat
rooms, email and cell phones are
a fun part of life. However,
this way of communicating has
also made it easier to spread
rumors and be cruel to others.
Because they are not saying some-
thing to the other person’s face,
kids often say things online

that they later regret and would
never say in real life. But it

is important to keep in mind that
once you post, there is no taking
it back — even if you feel bad
about it later.

So before you send that hasty
text message or cell phone photo
spreading gossip or making fun of
someone, consider this..

® Cell phones and texts allow
rumors to move quickly, before
the real facts of a situation can
be found out. You don’t want
to be responsible for spreading
something that is false — it can
come back to bite you.

e If you see something you think
is funny but could be embar-
rassing to someone else, con-
sider how you would feel if you
were on the other side before

you whip out that cell phone
camera. After all, everyone
does embarrassing things some-
times and it isn’t a good feel-
ing to know that everyone at
school is watching you with a
cell phone camera just waiting
for you to do something stupid.

Think about the consequences of
what you say, text or post. You
never know what may be going on
inside of another person and the
effect that your words could have
on them. Many kids have trans-
ferred schools or even commit-
ted suicide to escape harassment.
Remember that it is always best
to treat others as you would like
to be treated, even online.

If you see cyberbullying going
on, you can do something about
it. Report cruel postings and
mocking photos to MySpace, or
whatever site you are on, and
they will remove it without
revealing that you were the one
to report it. You can also talk
to your parents or school offi-
cials about offensive postings.
If the mean rumor or gossip is
in an IM or text message or in
a chat room, you can choose to
delete the message.don’t forward
it and don’t join in.

©
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CYBER SAFETY GUIDELINES
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RESOURCES

Arizona Attorney

General’'s Office
WWW.azag.gov

Phoenix: 602.542.2123

Tucson: 520.628.6504

Outside the Phoenix or Tucson
metro area: 800.352.8431

Arizona Internet Crimes
Against Children Task Force
www.azicac.org

ChildhelpUSA
www.childhelpusa.org
24 Hour Child Abuse
Crisis Counseling
1.800.4ACHILD
(1.800.422.4453)

Common Sense Media
WWW.commonsense . com

Community Information

and Referral

www.cirs.org

602.263.8856
(800.352.3792 within area
codes 520 and 928)

GetNetWise
www.getnetwise.org

i-SAFE
www.isafe.org

Internet Fraud
Complaint Center
www.ic3.gov

National Center for
Missing & Exploited Children
www.missing.org

CyberTipline
www.cybertipline.com
or 1.800.THE.LOST
(1.800.843.5678)

NetSmartz Workshop
www.netsmartz.org
www.netsmartz411l.org

State of Arizona Department
of Public Safety Sex Offender
InfoCenter
www.az.gov/webapp/of fender
/main.do

Web Wise Kids
www.webwisekids.org

WiredSafety
www.wiredsafety.org
www.wiredkids.org
www.teenangels.org
www.stopcyberbullying.org



CRIME AND FRAUD PREVENTION INITIATIVES

The Attorney General’s Community Services Program includes Satellite Offices and the

Fraud Fighter Van. Satellite Offices make it easier for residents to get information

on consumer fraud and civil and victims’ rights issues in their own neighborhoods.

Volunteers are available to make educational presentations to community groups and
distribute materials at local events. Contact the Attorney General’s Office Community

Services Program if you would like to schedule an Internet Safety presentation- for

your school, church or community group.

Satellite Offices are located throughout Arizona.
A complete list of locations and schedule of
events are posted on the Community Services page
of the Attorney General’s Web site.

The Fraud Fighter Van is the newest tool to bring
services and information to senior centers,
libraries and neighborhoods. The Fraud Fighter
Van is filled with information about identity
theft, scam alerts, Internet safety and much more.

S\~ Fraud Fighters

For more information, contact:

® Kingman © Flagstaff

O ® Winslow

©® Prescott

Lake
Havasu

ity ® Payson

Wickenburg @
Tempe/ASU ymﬂ %vwo:m Junction

® Florence
Safford ®

©® Oro Valley

South Tucson
Green Valley ®

Other Publications available from the

Arizona Attorney General’'s Office:

Community Services Program

Arizona Attorney General's Office ©® Identity Theft
® Consumers’ Guide to

Buying a Car

1275 West Washington Street
Phoenix, Arizona 85007
602.542.2123 or 1.800.352.8431
communityservices@azag.gov

* Life Care Planning
® Predatory Lending

® Civil Rights:
> Employment Discrimination
> Housing Discrimination

> Discrimination in Places
of Public Accommodation

® Top 10 Consumer Scams > yoting Discrimination

Subscribe to the Attorney General'’s consumer alerts and messages on

current issues at www.azag.gov.
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